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LTI we understand & believe that there is urgency and requirement to combat Advance Threats & Attacks which are
subtle & persistent in nature

Within last 10 years of Cyber Security experience, I've encountered multiple challenges related to Cyber attacks & have
resolved multiple incidents with assistance from Vendor tools & ever evolving technologies. As | matured in the process of
handling known attacks through upgrading myself with trainings & certifications.

| had passion to come-up with my own analogy & Innovative process, | accepted the challenge of bringing in a solution
which is not only innovative in nature but also handle unknown threats based on multiple combinations of Use Cases by
developing clustered correlated scenarios based on inputs from Industry best practices, especially building my own
TTPs(tactics/techniques & procedures).

| decided to publish my innovative solution to my leaders, which was not easy but based on my leaders inputs | decided to
be part of Center of Excellence(CoE) for Cyber Defense Resiliency Center. | initiated Use Case & playbooks inputs from
different Vendors and clustered all of them by streamlining common attack patterns. And finalized 1000s of Use cases

to 123 Unique Playbooks which would serve help to the Cybersecurity Industry, to start with | implemented for existing
clients At LTI and this proof of concept was successful to contain many attacks which would have adverse effects.
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Cyber Defense Methodology

LTI’'s methodology will enable defense from cyberattack starting
from early reconnaissance stages to the exfiltration of data. These
clustered Use Cases will help combat kill chain attacks such as
ransomware, security breaches, and advanced persistent attacks
(APTs).
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LTI Cyber Defense Methodology
for end-to-end Threat management for emerging category of cyber security defense.

Key Features

Deception and real-time detection Classify all asset types including enterprise loT devices (printers,
servers, cameras, routers, etc.)

Automatically Create an Active Automatically build and continuously update an accurate
Decoy Layer deception layer based on the real network

Lure attackers into revealing themselves as soon as they
start looking or moving laterally across your organization

Detection of malicious activity
with Precision and Speed

Mitigation and response

T @ Reduced Attacker Dwell Time
I @ Reporting and analysis

. . Provides 24/7 real-time monitoring with intelligence
@ Monitoring and management capabilities.

Detection of malicious activity
with Precision and Speed

Collates logs across diverse platforms for a holistic view of
the networking and threats landscape

LTI




LTI Defense Methodology model Helps to understand and combat ransomware, security, breaches, and advanced persistent attacks
(APTs)
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